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Preventive consulting services (PCS)*

The cyber threats facing your business can seem vast, difficult
to identify and unmanageable. However, with the right partners,
these threats can be mitigated.

At Tokio Marine HCC, we help to manage risk not only by offering
risk transfer solutions through our cyber policies, but also by
becoming a strategic partner to our clients, supporting them from
a holistic point of view.

Taking preventative measures can be one of the most effective
ways of mitigating risk. This is why we offer our clients a credit
note that can be invested in preventive consulting services

(PCSs). You can either choose from the services and providers
carefully selected by the Tokio Marine HCC International Cyber

As cyber risks are multi-faceted, we take an all-encompassing
approach to cyber security, considering your people, processes
and technology in our recommended selection of PCSs.
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Security experts, or use any other external providers, ensuring

your cyber defences are set up effectively and related services

are tailored to meet your business needs.

PCS examples

Our database of selected PCSs and service providers is in constant evolution, in line with emerging threats and updates in security
measures. Below you can see a non-exhaustive list of PCSs that your business can benefit from by using the credit note offered with

our cyber security policy.

Service type

Service examples

Business continuity & crisis
management

Cloud assurance

Cyber project management
office (PMO)
Governance, risk and compliance

IAM security

IT audit

OT audit

Third-party management

Threat intelligence

Training and awareness

Physical security

Mergers and acquisitions

How does it work?

Plan definition and playbooks
Crisis management media training

AWS, Azure and GCP environment review
M365 assessment

PMO definition

CISO as a service
Cyber risk assessment

|IAM strategy assessment
Zero-trust assessment and transformation

ISO270001 internal audit
Vulnerability scans
Bug bounty programme

Asset discovery
Vulnerability scans

Third-party assessment
Contract security clauses review

Dark web monitoring
Digital footprint

CISO game
Phishing campaign

Physical pentest
Cyber due diligence

Cyber incident simulation
Table-top ransomware exercises

Containers strategy review

PMO as a service

IT compliance assessment

Active Directory review

Remote access review

API security testing

IT pentest — white/grey/black box
OT pentest — white/grey/black box
Supply chain risk assessment
Ransomware monitoring

Data leak assessment

Security training

If a PCS credit note is offered to you as part of our quote, please contact our team directly to discuss how we can support your business.

We can also help improve threat awareness at your organisation and provide you with cyber threat intelligence reports and cyber risk
workshops. Reach out to our team for more information.

Cyber Preventive Consulting Services
cyberintl@tmhcc.com

*These preventive consulting services (PCS) are offered with the Cyber Security Insurance policy, provided by the Tokio Marine HCC International Cyber team. For more

information on our Cyber Security Insurance, please visit our website.


mailto:cyberintl%40tmhcc.com?subject=
https://www.tmhcc.com/en/products/cyber/cyber-security-insurance

Tokio Marine HCC is a leading specialty insurance group conducting
business in approximately 180 countries and underwriting more

than 100 classes of specialty insurance. Headquartered in Houston,
Texas, the company comprises of highly entrepreneurial teams
equipped to underwrite special situations, companies and individuals,
acting independently to deliver effective solutions. Our products

and capabilities set the standard for the industry, as many of our

Tokio Marine HCC has been innovating in Cyber Liability Insurance
worldwide, for over 20 years. Our dedicated global team is made up
of cyber insurance and in-house claims experts with deep industry.
knowledge and a wealth of cyber security experience. \We promote
active knowledge exchange, making us a global leader when it comes
to cyber risk, while keeping you at the forefront of emerging threats
on the ever-evolving cyber landscape.

employees are industry-leading experts.
From offices in the U.S., our cyber team insures US-domiciled

businesses, with a focus on the small- to mid-sized segment, as
well as individuals concerned with protecting their family, home and
privacy from cyber threats.

More information about our financial strength here:

From Europe and the U.K., our team concentrates on mid- to large-
sized businesses domiciled anywhere outside of the U.S. In addition,
we leverage our in-house cyber expertise to enhance other Tokio
Marine HCC insurance coverages, letting you take on risk with
confidence.

tmhcc.com/en/about-us %

Barcelona

Tokio Marine Europe —
Spanish Branch

Torre Diagonal Mar
Josep Pla 2, Planta 10
08019 Barcelona, Spain
Tel: +34 93 530 7300

Munich

Tokio Marine Europe —
German Branch
Rindermarkt 16

80331 Munich, Germany
Tel: +49 89 3803 4640

London

HCC International

The St Botolph Building

138 Houndsditch

London EC3A 7BT, United Kingdom
Tel: +44 (0)20 7702 4700

Lloyd's Box 252, Second Floor

Please be advised that Tokio Marine HCC, with a registered office at Torre Diagonal Mar, Josep Pla 2, Planta 10, 08019 Barcelona, Spain, and VAT number in Spain (“N.I.F“)
WO0186736E is merely suggesting and offering the possibility for our clients to utilise the services of external suppliers (“Service Providers”) but with no obligation for the client to
execute the service through one of them.

It is very important to understand the following:

1. No Liability for Service Provider Performance: Tokio Marine HCC expressly disclaims any and all liability for the performance, quality, results, or outcomes of the services provided
by the Service Providers. Any contractual relationship or agreement for services rendered by the Service Providers shall be solely between the client and the Service Provider. Tokio
Marine HCC shall not be, under any circumstances, a party to such agreements, nor shall it have any obligations or responsibilities arising therefrom.

2. No Review, Evaluation, or Endorsement: Tokio Marine HCC has not conducted any review, evaluation, vetting, or endorsement of the Service Providers. \We make no
representations, warranties, or guarantees, whether express or implied, regarding their capabilities, qualifications, suitability, or competence for the services they offer. Clients are
strongly advised to conduct their own comprehensive due diligence and verification processes before entering into any agreements with a Service Provider.

3. No Responsibility for Service Provider Performance: Tokio Marine HCC shall not be responsible, accountable, or liable in any manner for the performance, actions, omissions,
conduct, or any aspect of the service rendered by the Service Providers. The client assumes full and complete responsibility for any and all interactions, transactions, and
engagements with the Service Providers and acknowledges that Tokio Marine HCC bears no liability or responsibility whatsoever in connection therewith.

By choosing to engage with any Service Provider, the client expressly acknowledges and agrees to the terms set forth in this disclaimer and irrevocably releases Tokio Marine HCC,
its officers, directors, employees, agents, and affiliates from any and all liability, claims, demands, or causes of action of any kind arising out of or in connection with the Service
Provider's performance, services, or any related dealings.

Tokio Marine HCC is a trading name of HCC International Insurance Company plc (HCCII), Tokio Marine Europe S.A. (TME) and HCC Underwriting Agency Ltd (HCCUA), members of
the Tokio Marine HCC group of companies.

HCCII is authorised by the UK Prudential Regulation Authority and regulated by the UK Financial Conduct Authority and Prudential Regulation Authority (No. 202655). Registered
with Companies House of England and Wales No. 01575839. Registered office at The St Botolph Building, 138 Houndsditch, London EC3A 7BT, UK. TME is authorised by the
Luxembourg Minister of Finance and regulated by the Commissariat aux Assurances (CAA); registered with the Registre de commerce et des sociétés, Luxembourg No. B221975
at 26, Avenue de la Liberté, :1930, Luxembourg; operating through its Spanish Branch, domiciled at Torre Diagonal Mar, Josep Pla 2, Planta 10, 08019 Barcelona, Spain, registered
with the Registro de Entidades Aseguradoras de la Direccién General de Seguros y Fondos de Pensiones under the code E0236, VAT number in Spain (“N.I.F") W0186736-E,
registered with the Registro Mercantil de Barcelona, at volume 46.667, page 30, sheet number B-527127, registration entry 1; and through its German Branch, domiciled at Berliner
Allee 26, 40212 Dusseldorf, Germany, registered with the Handelsregister beim Amtsgericht Disseldorf under the number HRB 84822, authorised by the Bundesanstalt fir
Finanzdienstleistungsaufsicht (BaFin) under the number 5217 VAT ID No: DE320932530. \We have authority to enter into contracts of insurance on behalf of the Lloyd's underwriting
members of Lloyd's Syndicate 4141, which is managed by HCCUA.

The policyholder will always be informed of which insurer in our group will underwrite the policy according to jurisdiction.
Not all coverages or products may be available in all jurisdictions. The description of coverage in these pages is for information purposes only. Actual coverages will vary based on
local law requirements and the terms and conditions of the policy issued. The information described herein does not amend, or otherwise affect, the terms and conditions of any

insurance policy issued by Tokio Marine HCC group of companies. In the event that a policy is inconsistent with the information described herein, the language of the policy will
take precedence.
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